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Hands-on Cybersecurity
Career Playbook

Kak mexHuyeckomy cneyuanucmy npodame ceba dopoiice,

He yx00a 8 MeHedX¥MeHm

Aand Koro MMHM sPOLLUIOPA

Junior / Middle / Middle+ / Senior, koTopble paboTaloT pykamu 1 XOTSAT NepenTn Ha 6oree AOPOryo No3uLuio.
AppSec, DevSecOps, Product Security, Vulnerability Management, Pentest, Cloud Security, Security Automation, SOC / IR.
[nsa Tex, kTo He cTpemuTtcs B Team lead\C-level, Ho xo4eT, 4ToObI ero technical output Obin1 NOHATEH PLIHKY U CTOWI LOPOXE.

MABHASA MbICIlb:

Tebsa mMoryT nokynaTb kak executor. 3To HopManbHo. Ho gaxke executor LOMKEH yMeTb nokasatb stack, scope, evidence, impact n
LeHy cBoel paboTbl. He Hago n3obpaxaTb AupeKkTopa ecnu Tbl No gakTy He OoH. MoXHo 3apaboTaTb M Ha CBOEW OOJHKHOCTH,
npodaTb CBOW CKUNN OOpoXe, CBOK akcnepTudy. MNMoTpebyeTca aokasaTk, YTO Thl CUMbHBIM hands-on MHXeHep, KOTopbin BbICTPO
BpybaeTcs, 3aKkpblBaeT pearnbHble PUCKWA, aBTOMATU3UPYET PYTUHY U He nomaeT delivery.
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0. AHHOTauuMA

OT1oT pokymeHT — fork ot Gonee leadership-oriented playbook, Ho 3geck dokyc gpyroi: hands-on nosmumn. He
“kaK cTaTb AMPEKTOPOM”, a KaK YerioBeKy, KOTOpbIN pearnbHO NULIET KoA, KPYTUT nannnanHel, pasbupaet findings,
4nHuT CI/CD, cmMOTpUT noru, roHsieT scanners, genaeT pentest unu 3akpbiBaeT vulns, npogaTtb cebs Jopoxe u
nepentu Ha paboTy C nyywnm compensation.

MaBHas norvika: Ha MexXxayHapOAHOM PbIHKE MNaTAaT He 3a CIMCOK TYynoB, a 3a Aokadyembli technical output.
PaboTtogatens nokynaeT He “4enoBeka, KOTopbIv 3anyckan SAST”, a yenoBeka, KOTOPbIN ymeeT BCTpouTb SAST B
pipeline, cHu3uTb false positives, nogHaTb coverage, yckoputb triage M He B3opBaTb pa3paboTyvKoB MULIHUM
LLYMOM.

ATOT AOKYMEHT pacrnpocTpaHsieTcsi 6ecnnaTHO U He NpeAHa3Ha4YeH ANsi KOMMepP4eCcKoro Ucrnosib30BaHus,
nepenpogaxu WNM Bblgayuu 3a COOGCTBEHHbIW MMaTHbIN NpoAaykT. Ero Lenb — MOMoYb PYCCKOSA3bIYHLIM
pebsiTaM KayecTBEHHee MOArOTOBUTLCS K MHTEPBbI, 3hPeKTMBHEE NMPOWTU CTEWMKM HaiMa U nonyynTb Gonee
BbIFOAHbIN odbdbep, a 3HauMT 3apaboTaTh Gosblue, a 3HAYUT U CAeNaTb CBO XKMN3Hb YyTb Jyylue!

[JaHHbIM maTepuan — 3TO NUYHAA KOMMUASALUUA: MO NPaKTUYECKUIA OMbIT, OMNbIT Konner, paboyne cutyaumm,
naew, natrTepHbl 1 best practices n3 y4ebHUKOB, KHUT, KypcoB, 6rnoros, hOpyMOB 1 pearnbHbIX UCTOPUNA.

lMonHas nepcoHanmbHas MNOArOTOBKAa K WHTEPBbIO, ObICTPbIN pas3bop aHrmMUCKOro nog KOHKPETHYHO porib,
koppekTupoBka self-introduction, ynakoska CV, cdopmmpoBaHne STAR, koppekTupoBka Linkedln, mock interviews
1 MHAnBMAYyanbHas TpaekTopus obyyeHns [OCTYNHbI TONbKO B dopMaTe one-on-one paid sessions.

Ota Gpowtopa pacnpocTpaHseTcs 6ecnnaTHo kak 6a3oBasi NpakTU4Yeckasa onopa.

Y10 Tebe MOXHO caenaTtb yXe cenyac

Bo3bmu cBow nocnegHuii NPOekT M NPOroHn ero Yepes rmaebl 3, 4, 5 n 7. Boinuwu 5-7 technical stories, 3atem nepenuwn CV
bullets no dopmyne Action + Scope + Evidence + Impact. Mocne atoro cobepu self-intro Ha 45 cekyHn n 3 STAR-oTBeTa ans
WHTEPBbIO.

Ctp. 2



White2Hack | Hands-on Cybersecurity Career Playbook | 2026

OrNABJTIEHUE
O N1 T =11 1 L= TSP 2
1. TBon HOBbIM Mindset: He “BMHTUK” B cucteMe, a predictable executor...........ccoceeeevieiiiiciiein e, 4
2. Yto nokynaeT pabortogaTens: stack, scope, evidence, autonomy ..........cccoeeeeeeeeeeeieeeieee e 4
3. Technical value map: kak nepeBoANTb OObLIYHYI0 PABOTY B VAIUE .......ccvvviiiie et 5
4. BaHKk METPUK ANSA NANAS-0N SECUIILY ....cceiiiieiiiiiie e ee e e e e et e e e e e e e e e e ettt s e e e e e e eeeaseaaaaseeeaeeannnes 6
'ae hands-on cNeUManmCT CTAHOBUTCH JOPOXKE ..cceieeeeeeeeeeeeeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaes 6
Role-specific yNaKOBKA: UTO MOACBEUMBATD ........cevvrrruuuieeaeereeetntinaaaeeaeesessstnnaaeaaseeesntnaaeeasesssrnn 7
TexHNnYeckoe NHTEPBBHO: KaK HE YTOHYTD B JETATIAX tevvtttiiiitiiietttitttetettettetteeeteteteeteteteetetteeeeeeeterteereeeee 7
ATS 1 KEYWOIdS B€3 CAMOOBMAHE ........oiuiiiiiiiiiee e e ettt e e e e ettt e e e e e e e s bbbt e e e e e e e e annbbn e e e eaaeeeaaanns 8
5. CV checklist AN hANdS-0N POTEM......uuuiii i e e e e e e e e e e rr e aeaaes 9
6. “BbINo — cTano”: 3ameHa CnabbIX POPMYITUPOBOK .....cceeeieeeeieieeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaeas 9
7. STAR gns TexHaps: technical stories 663 MEHEPKEPCKOM MOBBI ....cceeeeeeeeeeeeeeeeeeeeeaeeaaaaaaaaaaaaaaaaaaaaaans 10
8. SElf-INrO M INTEIVIEW @NSWETS ... e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaas 11
9. TvNUYHbIE OLLUNGBKN PYCCKOASBIMHBIX KAHAMOATOB ....ciieeeeeeeeeeeeeaaeaaeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaens 11
10. Menxonormnyeckas NoAroTOBKA M SAlary talk ...........cooiviiiiiiiii e 12
11. 30-aHEBHbIN NSIaH NEPENAKOBKM MPOMMITS ..vuueeeerieeeeeiteeeeetiseeseataneeseatnseeeestnaesestnseesessnnaeessnnnaaneens 13
12. dMHaNbHbLIN YEKNUCT: «Npodan» cebs OPOXKE, OCTABAACH TEXHAPEM ......ccevvveeeeeieeeeeieeeeeeeeeeeeeeaeees 14
o= D= T oTo] o Y =T 1 PP 14

Crp. 3



White2Hack | Hands-on Cybersecurity Career Playbook | 2026

1. Teoit HOBbI mindset: He “BUHTUK” B cucteme, a predictable executor

B CHIMNP® wmHorve TexHapu npuBbIKNKM roBoputb O cebe 4vepe3d 006A3aHHOCTM: “3aHMMarncsa aHanuM3oM Ys3BUMOCTeWn”,
“agMVHUCTpUpoBan ckaHep”, “ydacteoBan B HacTpovike CI/CD”. Ha mexayHapoOHOM pbiHKE Takas nogaya 3By4uT crabo: hiring
manager He NOHUMAaEeT, KakoW PUCK Tbl CHAM, Kakon O06BLEM Aepxan M Hackornbko Tebe MOoXHO foBepsATb 6e3 MOCTOSAHHOro

KOHTpONA.

MpaBunbHbIA hands-on narrative cTpouUTCA He BOKPYT FPOMKUX TUTYJIOB, @ BOKPYr HAAEXHOCTU: Thbl GEpELLb KYCOK TEXHUYECKOW
6onu, npeBpallaellb Xaoc B MNpolecc, Aenaellb pesynbTaT NOBTOPSIeMbIM M OCTaBIsielb nocne cebs cucTemy, KOTopyto
MOXXHO NoAAepKUBaTh.

CrapbI naTTepH HoBbIn natTepH

“A BbINONHAN 3aga4n no 6esonacHoctn” “Al 3akpblBan KOHKPETHBIV Knacc pucka 1 ynydwan measurable security coverage”
“A paboTan ¢ MHCTpyMmeHTamu” “A BHegpsn, HacTpavean u goeoaun tooling go usable state ans komanab!”

“A He meHeKep, NpPOcTo Aenan pykamu” “A hands-on engineer c ownership 3a koHkpeTHbIN technical outcome”

“MHe nopyyanu, s genan” “A cam Haxogun bottlenecks, npegnaran fixes n gosoawn oo pesynetara”

Popmyrna gopororo executor:
* cunbHbIN technical stack 6e3 pacnneiBY4aTLIX CMNOB;
° MOHATHBIN SCOpe: CKOMbKO apps, repos, services, cloud accounts, findings, hosts, pipelines;
* evidence: npumepsbl apTedakTos, reports, dashboards, PRs, scripts, rules, playbooks;
 impact: latency, coverage, false positives, MTTR, SLA, risk reduction, automation rate;

o

° agekBaTHasd KOMMYHUKaLMS: HE TOKCUYHBIN “TreHnin”, @ B3pOCIbIN MHXEHEP, C KOTOPbIM MOXHO paboTaTs.

2. Yto nokynaeT pabotogartensb: stack, scope, evidence, autonomy

Onsa hands-on ponent Tebsi oueHuBalOT No 4YeTbipéM crosim. Ecnn B CV BMAEH TONbKO NepBbid crioM — tools — Thl
cTaHoBuwbea commodity. Ecnv BuaHbI Bce YeTbipe, Thl CTAHOBULLLCS KaHAUAATOM [AOPOXE PbIHKA.

Cnown Yr1o nokasartb Kak nokasaTtb

Stack Asbikn, scanners, CI/CD, cloud, l1aC, koHTeHepsbl, SIEM, EDR, Skills section + bullets ¢ KOHKpETHBIMU
API security, threat modeling toolchains 1 KOHTEKCTOM MpPYMEHeHUs

Scope MacwTab: apps, repos, microservices, pipelines, CVEs, hosts, Lincppbl ananasonamu: 20+ repos, 150+
endpoints, cloud accounts, teams findings/month, 8 product teams

Evidence AptedakTbl: scripts, rules, dashboards, playbooks, reports, GitHub, sanitized screenshots, portfolio,
detections, PRs, training snippets “example upon request”

Autonomy Moxellb cam nocTaBuUTb 3aaady, pasobpatbces, goroBoputbesi ¢ | STAR stories: issue — action — validation —
dev/team lead n goBectn go fix result

Xopowwun CV bullet gna technical role o6blMHO OTBEeYaeT Ha 5 BoOMpoCOB: YTO caenan, rae, Yem, B Kakom Macwtabe n 4to
cTano nydiue.

He Hapo npuTBOpATLCSA CTPaTerom

Ecnu TbI hands—on, TBOA Cuna B TOM, YTO Tbl MOXellb pyKaMu 3aKpbiTb gap. Ho aaxe Takom gap Hado Ha3biBaTb A3bIKOM
pesynbTarta: “ymeHbwmn backlog critical vulns”, “cokpatun triage time”, “nogHsan coverage SAST/DAST/SCA”, “CHu3un wym oT
scanners”.
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3. Technical value map: Kak nepesoguTb 06bIuHYIO paboTy B value

TexHUYecKMin cneumanuct 4acto AymaeT: “d MpPOoCTo HacTpoun scanner”. Ho Ansi KOMAAHUM 3TO MOXET O3HayaTb: MeHblUe
production defects, meHbLUe pyyHoro triage, bbicTpee release, Bbiwe compliance readiness n mMeHblle BepoaTHOCTb breach.
TBOsA 3aga4a — He haHTa3MpoBaTb NPO MUMMMOHLI AONAPOB, @ YeCTHO cBA3aThb technical action ¢ MOHATHBIM outcome.

Technical action YTo 3TO 3HAUYUT ANA KOMNaHun \ Kak 3anucatb B CV
BHegpun SAST/SCA B CI/CD Vulns noBsiTcs paHblUe, AeLleBne UcnpaBnsiTh, Integrated SAST/SCA into CI/CD for 30+ repos,
MeHblLUe security debt increasing automated security coverage before
release
HacTpowun rules / suppressions MeHbLue false positives, MeHbLUe pasgpaxeHus Reduced scanner noise by tuning rules and
dev teams suppression workflow, improving developer adoption
Co6pan vuln dashboard MosiBMNCA eauHbIi UICTONMHUK NpaBapl 1 KOHTponb | Built vulnerability dashboard to track severity,
SLA ownership and remediation SLA across product
teams
ABTOMaTM3npoBan report/export MeHbLue pyyHon pyTuHbI, BeicTpee weekly/monthly | Automated recurring security reports, reducing
reporting manual reporting time and improving visibility
MpoBén pentest n gobuncs fixes PeanbHo 3akpbIThl exploitable paths, He npocTo Performed web/API testing and validated
HanucaH PDF remediation for high-risk findings before production
release

Ucnonb3yun npocTyto chopmyny nepeBsoaa:
» Tooling — coverage, consistency, earlier detection.
» Automation — reduced manual effort, faster feedback loop, less toil.
» Triage — signal/noise ratio, SLA, focus on exploitable risk.
* Fix validation — lower residual risk, safer release.
* Documentation/playbooks — repeatability, onboarding speed, lower bus factor.

Yero TOYHO HyXXHO He AenaTtb

He npugymbiBan fake impact. Jloxxe — He TBoW coto3Huk. Ecnu umdp HeT — ncnonbayi scope u qualitative outcome: “standardized

workflow”, “improved visibility”, “reduced manual triage”, “enabled teams to prioritize fixes”. 310 YecTHee n BbIMSAUT B3pocnee.
PeanbHbi ONbIT CTOUT AEHET, BbIMbILLIEHHbIA 3KCMMPUEHC — JNIOBYLLKA C pUCKOM BaH-nucTta.
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4. baHK meTpuk ana hands-on security

Hwke — Habop meTpuk, KoTopble MOXHO ncnone3osaTtb B CV, LinkedIn, interviews n performance review. He Hy>HO BCTaBnATb
BCE noapsag. Beibepu 5-8 meTpuk, KOTopble peanbHO OTpaXxaroT TBOK paboTy.

O6nacTtb MeTpuKK, KOTopble 3By4YaT CUNbLHO \ Mpumep cdopmynmpoBku
AppSec SAST/DAST/SCA coverage; false positive rate; findings by Improved AppSec coverage for 25+ services by
severity; time-to-triage; fix validation rate; ASVS coverage integrating SAST/SCA and standardizing triage
workflow
DevSecOps pipeline adoption; build failure policy; secrets detection; laC scan Added security gates to CI/CD without blocking
coverage; lead time to feedback; policy-as-code checks normal delivery flow; reduced manual review work
Vuln Management critical/high backlog; SLA compliance; KEV exposure; EPSS-driven | Prioritized remediation using severity, exploitability
prioritization; remediation aging; asset coverage and business exposure instead of raw CVSS only
Pentest / Offensive validated critical paths; exploitability; retest pass rate; business Found and validated high-risk web/API issues, then
logic flaws; auth/session issues; API coverage supported dev teams through remediation and retest
Cloud Security CSPM findings; IAM excessive permissions; public exposure; Reduced cloud misconfiguration backlog by creating
encryption coverage; logging coverage; misconfig MTTR repeatable checks for IAM, storage exposure and
logging
SOC / Detection MTTD; MTTR,; alert fidelity; detection coverage; false positive Tuned detections and playbooks to improve alert
reduction; rule tuning; playbook completion quality and analyst response speed

LUndpbl MOXHO YKa3biBaTb Anana3oHamMu, eCqii TOYHble AaHHble HelNb3A pacKpbiBaTb:

e “20+ repositories”, “10+ product teams”, “100+ monthly findings”, “30%+ reduction”, “from weekly manual report to
automated daily dashboard”.

“Reduced triage from days to hours” — ecnu TouHble Yachl HENb3S Ha3BaTb, HO TPEHA YECTHbIN.

“Improved coverage from partial to organization-wide for selected product line” — ecnu undp HeT, HO SCope NOHATEH.
* “Prioritized internet-facing and KEV-listed vulnerabilities first” — cunbHee, yem “worked with CVEs”.

MpodeccruoHanbHas pamka

Ons vuln management He orpaHudmBanca CVSS. CoBpeMeHHasi npuoputusaumsi BCE valle cMoTpuT Ha exploitability, exposure,
business criticality, KEV/EPSS n Hannune compensating controls. B CV aTo nokasbiBaeT 3penocTb, Aaxe ecnu Tbl hands-on.

rae hands-on cneunanuct ctaHoBUTCA A0pOKe

BbicokoonnaunBaemasa hands-on paboTta 4alle nosiBNsieTca He Tam, rae “vuyT YernoBeka Ha CkaHep”, a Tam, rae security
BCTpOEHa B [OPOroi engineering process: npoaykr, cloud, fintech, SaaS, marketplace, enterprise, regulated industries,
Al/platform teams. Tam mMeHbLUe pOMaHTUKKM, 60mnbLIE OTBETCTBEHHOCTU, HO M BbILLE LieHa OLLUNOKN.

F'ne uckaTtb 6onblue aeHer Moyemy nnaTaT Bbiwe Kak cebs ynakoBaTtb

Product / SaaS Security BnusieT Ha release, trust, compliance, Mokaxu AppSec, CI/CD, API security, developer-
customer requirements friendly remediation

Fintech / payments Bbicokas ueHa fraud, data leakage, downtime n audit Mokaxu secure SDLC, vuln SLA, logs, access control,
findings threat modeling basics

Cloud / platform teams Owwnbkm B 1AM, networking n secrets 6bICTpo Mokaxu cloud security, 1aC scanning, CSPM, least
CTaHOBATCA MHUMOEHTOM privilege, automation

Consulting / pentest boutiques [MnaTaT 3a CKOPOCTb, KAYECTBO reports n ymeHve Mokaxun methodology, PoC discipline, retest, report
0BBACHUTL pUCK quality, client communication

Startups c funding Hy»xHO GbICTpO 3akpbITh gaps 6e3 orpomMHoi security Mokaxkn autonomy, automation, pragmatic risk
team reduction, ability to build from scratch

[JeHbrn nbAT KOHKPETUKY

Ecnn B BakaHcum HanucaHo “hands-on AppSec” — He npogaBain cebs kak general security enthusiast. Cobepu targeted CV nog
pain: pipeline security, SCA/SAST, API testing, vulnerability workflow, cloud exposure, developer support. Yem TouyHee nonagaHue
B 6onb, Tem nerye sawmwiatb higher compensation.
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Role-specific ynakoBKa: uto noacseumBarb

Ponb

Junior Security Engineer

Yto noacBetutb B CV

Labs, scripts, Linux/Windows, networking,
Python/Bash/PowerShell, basic cloud, writeups

Kakas ncropms xopoiuo npopaért

CamocTosaTenbHo cobparn lab, asTomaTusmposan
NPOBEepPKY, Hanmcan NoHSTHbIV report

Middle AppSec Engineer

SAST/SCA/DAST, Burp, API, OWASP ASVS/Top 10,
triage, secure SDLC

Bctpoun nposepku B pipeline n nomor dev team
3akpbiBaThb findings 6e3 xaoca

Senior AppSec / Product Security

Threat modeling, API/business logic, secure design
review, developer enablement

Hawén systemic issue 1 npespatun ero B reusable
checklist/control

DevSecOps Engineer

CI/CD, laC, containers, secrets, policy-as-code,
GitHub/GitLab/Jenkins

Cpenan security gates, koTopble gatoT early
feedback n He ybuBatot delivery

Vulnerability Manager

Asset coverage, SLA, KEV/EPSS, prioritization,
dashboards, remediation tracking

MepeBén raw scanner output B ynpaBnsemblii risk-
based backlog

Pentester / Offensive

Web/API/mobile/internal testing, PoC, report writing,
retest, safe exploitation

Dokaszan exploitable path, o6bsicHun impact n nosén
no validated fix

Cloud Security Engineer

IAM, network exposure, CSPM, logging, encryption,
Kubernetes, Terraform

AsTomaTtmampoan checks gns cloud
misconfigurations n cHusun recurring issues

TexHu4yeckoe UHTEPBbIO: KaK He YTOHYTb B AeTanAx

Ha technical interview npoBepsioT He TOMbKO “3HaeT nu 4enosek WHCTPymeHT . [posepstoT thinking process: kak Thbl
cobupaewsb facts, cTpouwb rMnoTesbl, NpoBepsielwb assumptions, Bbibupaewb trade-offs n obbscHsewb pesyneTtaT. Oaxe
€Cnu BOMpoC Y3K1I, OTBEYan CTPYKTYPHO.

Tun Bonpoca

Design / architecture

Kak oTrBeyatb

CHauana assumptions, notom controls, notom trade-offs

| Mpumep dpasbl

“I would first clarify data flow, trust boundaries and
deployment model, then choose controls.”

Troubleshooting

Onuwwm steps: reproduce, logs, scope, isolate, fix, validate

“I would check whether it is a scanner issue,
pipeline config issue or actual dependency
exposure.”

Tooling

He npocTo “ncnonb3osan”, a Kak HacTpavBar v YTO Yry4Luunn

“The hard part was not enabling the scanner, but
tuning severity and ownership workflow.”

Security finding

Evidence, exploitability, impact, remediation, retest

“I would provide PoC, affected endpoint, risk, fix
recommendation and validation criteria.”

Unknown topic

YecTHOCTb + nogxopn kK N3yHEeHUo

“I have not run this exact setup, but | know the
underlying model and would test it this way.”

Y10 6ecuUT nHTepBLIOEpPOB
Korpa kaHampaTt roBopuT yBEPEHHO, HO 6e3 AokasatenbcTB. Jlyylwe 4yecTHoe “A He Aenan MMEHHO 3TOT BapuaHT, HO MOHUMato
npyHUMNbl” + xopoLuni reasoning, Yem fake expertise. B security goBepue BaxxHee Teatpa.

Ctp. 7



ATS u keywords 6e3 camoobmaHa

White2Hack | Hands-on Cybersecurity Career Playbook

| 2026

[nsa hands-on ponen keywords BaxkHbl: ATS u recruiter cHadana matust vocabulary. Ho keyword stuffing 6eicTpo nomaeTtca Ha
technical screen. lNpaBunbHas cTpaTterns: B3ATb vocabulary BakaHcuM u cBsi3aTb €ro ¢ pearnbHbiMK Npumepamn. CMoTpu

Tabnnyky Hnxe.

Keyword n3 BakaHcuu lMnoxas BcTaBKa HopmanbHas BcTaBka

SAST / SCA SAST, SCA, DAST, DevSecOps Integrated SAST/SCA checks into GitLab Cl and tuned false
positives for product teams

Kubernetes security Kubernetes security experience Reviewed Kubernetes workload configs for secrets, RBAC, image
policy and network exposure

Threat modeling Knowledge of threat modeling Participated in lightweight threat modeling for API flows using data
flow and trust boundary review

Incident response IR, SOC, SIEM Investigated alerts, collected evidence, updated detection logic
and documented response steps

Cloud security AWS/Azure/GCP security Reviewed IAM permissions, public exposure, logging and
encryption settings in cloud environments

Ctp. 8
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5. CV checklist ana hands-on poneit

Xopouwee technical CV ana middle/senior hands-on ponn AomXHO GbITb CKYYHbIM B XOPOLUEM CMbICIIE: MOHATHBIM, MAOTHbIM,
KOHKpeTHbIM 1 6e3 TeaTpa. He Hago nucaTtb “visionary cybersecurity professional”. Onsa executor nydwe 3Byuut: “AppSec /
DevSecOps engineer with hands-on experience in CI/CD security, vulnerability triage, SAST/SCA/DAST, cloud and
automation.”

Pasgen YT0 4OMKHO ObITb lNMpoBepka kayecTBa

Headline Ponb + cneumanusaums + cunbHbii stack [MoHATHO 3a 5 cekyHA, Ha Kakyw paboTy Tbl
nogaélbes

Summary 3-5 ctpok: domain, scope, tools, outcomes Bes Boabl, 6e3 “passionate”, 6e3 obLimx cnos

Skills CrpynnupoBaHo: AppSec, CI/CD, Cloud, Tools, Languages, | He cBanka keywords, a «kapTta TBOen

Standards cneyunanusauum

Experience bullets Action + Scope + Tool + Evidence + Impact Kaxabii bullet MmoxxHO npoBepuTb BONpocom “so
what?”

Projects Automation/scripts/tools/labs, ecnin kommepueckoro onbita Mano EcTb foKa3aTenbecTBo, UTO Thl YMEELLb pyKamu

Certs/Education Tonbko peneBaHTHOE He 3aHumaeT 6Gonblue MecTa, YeM pearnbHbIf
onbIT

Yeknuct nepep otnpaBkon CV:

0 B nepsbix 10 cTpokax BMOHO, Kakyto pornb Thbl nwelb: AppSec, DevSecOps, Pentest, Cloud Security, SOC, Vulnerability
Management.

o EcTb technical keywords u3 BakaHcum, HO OHM BCTPOEHbI €CTECTBEHHO, He kak keyword stuffing.

o Kaxxgas nosuums cogepxxut 3—6 bullets ¢ pesynbtatamm, a He cnncok 06a3aHHOCTEN.

o Ectb numbers vunu scope: repos, apps, findings, endpoints, users, pipelines, incidents, cloud accounts.
o He HanncaHo “participated in” Tam, rae Tbl peanbHO Aenan pykamu.

0 HeT anuHHbIX ab3aues. Recruiter JomkeH ObICTPO ckaHMpoBaTh rMa3amMu.

o Ectb 2-3 bullets npo automation: scripts, dashboards, pipelines, rules, reports.

o LinkedIn n CV He npoTtuBopeyaT Apyr Apyry no gatam, ponsiM u seniority.

FnaBHbIN pUNbLTP

Ecnu bullet moxHO npumeHUTb K NtobomMy venoBeky u3 otaena — oH crabbin. “Worked on vulnerability management” cnabuii.
“Triaged 100+ monthly findings across 40+ assets and helped reduce aging critical backlog” y>xe noxoxe Ha peanbHyto paboTy.

6. “Bblno -» crano”: 3ameHa cnabbix popmynnpoBOK

Cna6o CunbHee gansa hands-on CV

3aHuMarncs aHanu3om ysi3BMMOCTEN Triaged and prioritized vulnerability findings across internal services using severity, exploitability
and asset exposure

Pa6otan ¢ Burp Suite Performed manual web/API security testing with Burp Suite, validating auth, session
management and business logic issues

HacTtpausan SAST Integrated SAST into CI/CD pipelines and tuned rules to improve signal quality for development
teams

Mucan oT4éTbl N0 6e3onacHoCTU Prepared actionable security reports with severity, evidence, remediation steps and retest status

Yuactsosan B DevSecOps Automated security checks in CI/CD and helped shift vulnerability detection earlier in the SDLC

MoHuTopun anepTbl Investigated and triaged security alerts, reducing noise through rule tuning and playbook updates

MpoBepsan obnako Reviewed cloud misconfigurations around IAM, public exposure, encryption and logging coverage

Momoran pa3paboTynkam vcnpaenaTe 6arun Worked with developers to validate fixes and reduce recurring security defects
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Pycckasa Bepcusi hopmMynbl Ansi caMonpoBepKu:

®dopmyna bullet ana noga4ym ceBoero npodumns

“Cpenan X gna Y, ucnonb3ys Z, B macwrabe N, 4Tobbl ynyywnTb / CHU3UTL / yckopuTb / cTaHgapTuanpoBatb R.” Ecnv HeT umdpbl
N — pob6aBb scope crnoBamu: AN NPOAYKTOBOW KOMaHAbl, 4Nns nuHenkn cepsucos, ana CI/CD nannnaviHa, ana external-facing
assets. 3anoMHu — KOHKpeTHKa, NyCTb MeHbLLUE, Aa YeT4ye, MyCTb yXKe 3a TO NoHATHee Ans 6usHeca

LLla6bnoH Mpumep

Implemented / automated / integrated [security control] for [scope] | Integrated SCA checks for 30+ repositories using GitLab Cl and Dependency-
using [tools], resulting in [outcome]. Check, improving visibility into vulnerable dependencies before release.

Reduced / improved / standardized [metric/process] by [action]. Reduced manual vulnerability reporting by automating weekly exports and
ownership mapping for product teams.

Performed / validated / retested [technical assessment] and helped | Performed API security testing and retested fixes for auth/session issues before
remediate [risk]. public launch.

7. STAR pna texHaps: technical stories 6e3 meHeaXepcKoi NO3bl

Ona hands-on kaHgnaaTta STAR pormkeH GbITb TEXHUYECKMM, HO HE YTOMMEHHbIM B AeTansx. IHTepBbIOepY BaXXHO yCnblllaTh:
npobrema 6Gbina peanbHas, Tbl MOHAN KOHTEKCT, BbIOpan noAxo4, caenan pykamu, npoBepun pesynbTaT U MoXellb 06bACHUTb
trade-offs.

Bnok Yrto roBoputhb ‘ Bonpochl k ce6e

S — Situation KoHTekcT: cuctema, KomaHaa, pucK, orpaHudeHne 'ne ato 6b1n0? YTo nomano npouecc? MNoyemy 3ato
ObINo BaXXHO?

T — Task TBOS KOHKpETHasi 3a4a4va 1 30Ha OTBETCTBEHHOCTM Y70 MMeHHO Bbino Ha Tebe? YTo cuntanoch
ycnexom?

A — Action TexHnyeckune genctausi: tools, scripts, configs, tests, validation Yto Tbl caenan pykamun? Kakue trade-offs 6uinun?

R — Result 3amepuMbIN 1in 4eCTHO ONWUCaHHbIN pe3ynbTaT Y10 n3meHunocsb? Kak npoepunu? Yto crano

npotue/6oictTpee/6e3onacHee?

Mpumep STAR uctopusa ana DevSecOps / SCA

STAR: Mpumep oTBeTa

Situation: 3aBMCMMOCTUN NpoBepsNUCb HeperynsipHo, findings npuxogunu nos3gHo n 6e3 ownership. Task: Bctpouts SCA B CI/CD
ONsi rpynnbl CEPBUCOB M caenaTh npouecc triage npurogHeiM ans paspaboTtymkoB. Action: nmogkntoumn scanner, HacTpoun policy
thresholds, suppression workflow, ownership mapping un weekly export. Result: komaHaa Havana BuaeTb vulnerable dependencies
0o penuaa, manual reporting cokpatuncs, a backlog high/critical ctan ynpaesnsiembim 4epes SLA.

Mpumep STAR uctopusa ana Pentest / API

STAR: NMpumep oTBeTa

Situation: nepeg penu3om AP| He Bbino yBepeHHocTn B auth/session controls. Task: npoecTu targeted testing n gaTe actionable
findings. Action: npoBepun authorization bypass, token handling, IDOR-like paths, rate limits u error handling; odopmun PoC 6e3
paspyLlmTenbHbIX Aencteuin; nocne fixes coenan retest. Result: kpuTuyHble paths 3akpbinv 4o penusa, KoMaHga nonyyuna
checklist gns noxoxux endpoints.

TexHunuyeckne getanum CTOUT packpbiBaTb Mo NpuHUMNY “CHayana summary, notom depth on demand”. He HaunHam ¢ 5 MUHYT
npo cdnarv Burp nnn YAML pipeline, noka Te65a He nonpocunu yrnyounTses.
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8. Self-intro u interview answers

Self-intro Ha 45 cekyHA OOMKEH AaTb UHTEPBLIOEPY KapTy: KTO Thl, B YEM creuuannsaums, kakon stack, kakon scope, kakom Tun
3ajad Tbl XoyeLb pelaTb Aanblue. bes “9 0TBeTCTBEHHbIN, KOMMYHMKabenbHbIN, CTPECCOYCTONYUBLIN”.

LLa6noH self-intro

“A [ponb/ypoBeHb], nocneaHne [N] net pabotato ¢ [domain]. OcHoBHOM hokyc — [2—-3 HanpaBneHus)]. Ha npaktvke genan
[scope/tools]: [examples]. CunbHee Bcero st noneseH Tam, rae HyxHo [technical value]: BctpouTb security B delivery, pasobpatb
backlog, aBTomaTu3npoBaTb NpoBepku, CHU3UTL hoise, gosecTu findings go fix. Celyac vy ponb, rae cMory riyoxe pabotaTb C
[target stack/domain].”

TBOS 3ajaya — MaKCMMyM MIIOTHOCTU CMbICIa HA MUHUMYM OfWHBI cOobLeHus\croB. OTo no-4enoBoMmy. MeHblue roBopuTb —
Oonblue nokasbiBaTb. [JeHbrn Tebe B ntore nNnaTtsaT Ha 3a 4Yackl ¢ «9 o 184» n He 3a X nucem 1 N MuTanoB B Heaen. A 3a TBOW
BKIa B NPOEKT, 3TO MPO TO Kak 370 ByCTUT NpmbbInb TeX Mogen Ha KOTopbiX Thl paboTaellb.

Mpumep ona AppSec / DevSecOps

Pitch: N'oTOBbLIN BapuaHT

“A AppSec / DevSecOps engineer ¢ hands-on onbitom B SAST/SCA/DAST, CI/CD security n vulnerability triage. Pabotan c
product teams, nogkntoyan scanners B pipeline, HacTpavBan rules n nomoran paspabotumkam gosoauTb findings go fixes. MHe
WHTEPEeCHbl ponu, rae HyXHO He MpOCTO 3anyckatb tooling, a caenatb security checks usable gnsa engineering: mMeHblue wyma,
6eicTpee feedback, noHATHBIN ownership 1 HopmanbHble OTYETHIL.”

Bonpoc Cnabbi oTBeT CunbHbIM hands-on oTBeT

Why are you looking? Xouy Gonblue 3apnnaTy Xouy porb ¢ 6onee 3penbim engineering environment, rae Momn
AppSec/DevSecOps onbIT acT 6onbLue value n no3sonut paboTtats ¢
6onbluMm scope.

What is your strength? A BbICTPO yuyCb A 6bICTPO NpeBpaLLa HeCTPYKTYpUpOBaHHbI security backlog B
noHATHbIN workflow: triage, ownership, SLA, reports, retest.

Tell me about conflict Pa3paboTynkm He XOTENN YUHUTb Bbin friction n3-3a scanner noise; s pasobpan false positives, HacTpoun
severity policy n caenan findings 6onee actionable ans dev team.

Why this role? MHTepecHasa koMmnaHusa MHe noaxoauT stack: CI/CD, cloud, AppSec tooling. A yxxe genan
Noxoxue 3agayvm n Mory 6bICTPO BKIIOUNTLCS B pipeline/security
automation.

9. TUNUYHbIE OWKNOKKN PYCCKOA3bIYHbIX KAaHAUAATOB

OwmnbkKa Kak aTo Bbirnagur Kak ncnpaButb

CrnuLKOM CKPOMHO “Hy s npocTo nomoran ¢ ysassumoctammn” Ha3oswu ownership: 4To MeHHO Aenan, B KakoM SCOope, Kakon
pesynbTart

CnunwKoM TeXHUYHO 6e3 10 muHyT nipo tool flags, HO HENOHATHO 3avem HayHu ¢ pucka/zagayv, noToM gaw getanu no 3anpocy

KOHTEKCTa

“Mbl” BMecTO “g” HenoHaTHO, TBOW BKNaj Unv kKoMaHabl Pasgensit: “team achieved”, “l owned / implemented /
automated”

BosasHb undp HeT macwwtaba, BCE 3By4NT MarneHbKMm Vcnonb3yit AnanasoHbl U scope: repos, apps, endpoints,

findings, incidents

Pe3kuii HeraTue 0 NPOLLOW “Tam BCé ObINno Nnoxo, MeHemkepbl Tynble” "oBopwu B3pocno: constraints, trade-offs, lessons learned
pabote

OxunpgaHue, 4to “no ckunnam n | CV Kak CrnvcoK TeXHONorum Mokaxu evidence: projects, artifacts, metrics, STAR stories
TakK BUOHO”

CvHOPOM “MeHst JOMKHbI [MaccuBHas no3uuusi B novcke Muwwu targeted CV nog ponb, rotoBb pitch, TpeHUpPY OTBETHI
3ameTuTb”
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3ameTka ot npaktuka: lNcuxonorunyeckun shift

Ha nHTepBbIO Thl HE OMpaBAbIBAELULCS U HE MPOCULLbL LIaHC. Thl Npofaélub pabouyto rurnoTesy: “a yxe pellan noxoxwe sagayu,
MOHMMAL0 OrpaHNYEHusl, MOTy BKIOUUTLCSA M AaTb pedynbTat’. OTo CnokolHas B3pocnasi No3unuus, He NMOHTHI.

Ons junior aTo ocobeHHO BaXHO: €Cru KOMMEPYEeCcKOro omnbiTa Marno, npogaéTtca He seniority, a trajectory: labs, GitHub,
writeups, CTF, home projects, automation scripts, noHaTHbIV learning plan n YecTHOCTb MO rpaHMLam KomneTeHuun. He ccbl
ecnu Tbl AXYH, ccbl ecnu Tbl 0. JTiobol cnew, TMMuA, MpPeKTop Kofa To Obin CTaXepoM Unu [KYHOM. OTO HOpMarbHbIN NyTb.
3apgava He B B TOM 4TO Obl MaxHyTb C [XKyHa B nuAbl 3a OOWH XOM, 3adada MpovTh 3TO NyTb GbICTpee, addeKkTMBHEE U C
6onblmm konuuecTBom $ Ha cBoeM cyeTy. He, npaeaa nu, mon gpyr?

10. NMcuxonornyeckana noarotoska u salary talk

Mepen BaxHbIM UHTEPBBID TEXHWYECKOMY KaHAMAATy 4YacTo MeLIalT ABe KPaWHOCTU: 3aXaToCTb “d HWMKTO” M arpeccuBHas
3awmTa “s BCE 3Haw”. HyxXHa TpeTbsl Mo3uuKs: CMOKOMHBIA UHXEHEP, KOTOPLIN YBEPEH B CBOEM OMbITE, HO YECTHO FOBOPUT O
HEN3BECTHOM.

Cutyaums YTo menatb

3a 24 yaca [0 UHTEPBbLIO MosTopmn 5 STAR stories, 10 kntoyeBbIx bullets CV, target stack BakaHcum 1 3 Bonpoca k komaHze. He
yum BCE noapsna.

3a 30 MuHyT OTkpoii notes: self-intro, salary range, Bonpocel, 3 goctmkeHus. Caenan abixaHve 4-6: Boox 4, BbIAOX
6, 2—3 MUHYTbI.
Ecnu He 3Haewwb oTBeT Ckaxu: “l have not used this exact setup in production, but | would approach it this way...” n nokaxm

XOo4 MbllNeHns.

Ecnun pasat rny6uHon He daHTasupyi. YTo4Hn assumptions, nporoopu trade-offs, nokaxwu troubleshooting logic.

Ecnwu cnpawmwmsatot salary He HasbiBan MMHMManbHyto Lmndpy. [oBopu Anana3oH, OCHOBaHHbIN Ha role scope, market, location,
remote/onsite, benefits.

®pasa: Salary phrase

“Based on the role scope and my hands-on experience with AppSec/DevSecOps automation, | am targeting a range around [X-Y].
| am flexible depending on total compensation, remote setup, responsibilities and growth path.”

He npopaBan Hyxpay. MpoaaBan cnocoGHOCTb 3aKpbITh 3aAaavy. [axe ecrnv Tebe o4YeHb HyxxHa paboTa, B KOMMYHUKaLMK
OOMKHO 3By4aTb He “BO3bMUTE MeHS”, a “A noHumar Bawy 6onb v mory ObiTb noneseH BOT Tak’. He yHwxawcs, He
BbINpallnBan, He CTaBb Cebsa B MONMMUUI0 «Manbyuvk anst 6utbsa». MHorga, MoryT ObiTb KPU3UCHBIE CUTyauUUM U NPUXOOUTCS
3aTblkaTb cebe poT, cTtuckvMBaThb 3yObl YTO Obl BbDKUTL. HO xnTb cTouT no gpyromy. He 6yap B gonry. He vwm nomowum
onupasck Ha 6naropoAcTBO, cam yxe CerogHs npeanaran To YTO MOXeELLb, U HauaeTCst TOT KTo oba3aTensHO noMoxeT Tebe 3a
NMOMOLLb OKa3aHHy emy. [leHbrv — NLb UHCTPYMEHT.

Bonpochl, koTopble cTOUT 3agaTh hiring manager / team lead:

» Kak cenyac yctpoeH vulnerability triage n kto Bnageet remediation?

» Kakne security checks yxe BctpoeHbl B CI/CD, a raoe ewwé gaps?

* Yt0 BygeT cumTaTbCsa yCneLHbiM pesynbTaTtom vyepes nepebie 90 gHen?
* Ckonbko product teams / repos / services BXoguT B scope ponu?

* Kak komaHga namepset false positives, SLA 1 developer adoption?
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11. 30-gHeBHbIN NN1aH NepenakoBKu npodunsa

He Hapo xpaTb naeanbHOro MoMeHTa. 3a MecsiL, MOXXHO 3aMETHO NOAHATb Ka4ecTBO Noaadu.

OHn Yto cpenatb BbixogHow apTedakT

1-3 Cobepwm inventory: ponu, npoekTbl, tools, scope, AOCTWxeHs, scripts, reports, Raw experience map
dashboards

4-7 Bbi6epu 6-8 cunbHbIx technical stories n pacnuwin no STAR STAR bank

8-12 Mepenuwn CV bullets yepe3 Action + Scope + Evidence + Impact CVvl

13-16 Cobepu skills section nog 2—-3 target roles Targeted CV variants

17-20 O6Hosw LinkedIn: headline, about, experience, featured projects LinkedIn profile

21-24 Cpaenan manenbkuii portfolio: GitHub snippets, sanitized report, writeup, checklist Evidence pack

25-27 OtpeneTupyi self-intro n 5 answers Bcnyx Interview script

28-30 Mopavica Ha 15-25 peneBaHTHbIX BakaHCUI 1 Beawn tracker Application tracker

MuHumanbHbIN evidence pack ansa hands-on kaHauaara:

0 1 sanitized security report unu writeup 6e3 4yBCTBUTENbBHBIX AAHHBIX;
o 1 automation script / pipeline snippet / detection rule / checklist;
o 1 diagram unu short note: kak Tbl cTpouLb triage/remediation workflow;

o 1 cnucok tools ¢ koHTekcToM: He npocTo “Burp”, a “Burp for web/API testing, auth/session checks, PoC validation”.

Mpo nuyHbIM GitHub

He Hapo BblknagpiBaTb pabouve cekpeTbl, BHyTpeHHUe PoC u uyxoi koa. MoxHo genaTb ¢Opky Mof CBOM 3adadyu, HO He
konunacuTb. MoXHO nokasaTb 6e3onacHble WwabnoHbl: parser gnsa scanner reports, npumep Cl policy, checklist, demo dashboard,
notes no ASVS, lab writeup. [Ina hands-on ponu 310 4YacTo cunbHee, YeM odyepeaHas dpasa “good team player”. Vinu nonbiTka

BblgaTb cebs 3a black hat. PaboTan 4YecTHO, 4ennuck UCKPeHHe, NoMoran oT cepaua.
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12. ®MHaNbHDbIN YEKNIUCT: «NpoJan» ceba AopoKe, OCTaBaACb TEXHApPEM

Mepen otnpaBkon CV unu nepea UHTEPBbLIO NPONAU ITOT KOPOTKUWN YEKIUCT:

0 £ Mory o6BbACHUTBL CBOKO cneuunanu3aumio 3a 45 cekyHa 6e3 Boapl.

o B moém CV BugHo He Tonbko tools, HO u scope: apps, repos, findings, pipelines, assets.

0 Y MeHst ecTb MruHUMYM 5 STAR stories no peanbHbiM technical tasks.

0 A ymeto roBopuTb “a caenan” Tam, rae 3To MOM BKnag, v “komaHaa caenana’ Tam, rge 9To KOMaHAHbIN pe3ynbTar.
0 7 He npeyBenMYMBalo OMbIT, HO U He obecLeHnBato cebs.

o A nokasbiBato automation, triage, validation, documentation u collaboration with dev teams.

o A Mory o6bacHUTL, YeM Most paboTa cHuxkana risk, yckopsina feedback loop unu ynyywana coverage.

0 Y MeHs ecTb questions k pabotogartento, KoTopble NokasbiBatoT 3penocTb hands-on engineer.

0 £ 3Hato cBOM salary range v He Ha3biBalo CaMyto HU3KYHO Ldpy 13 ctpaxa.

®PuHanbHasa MbICIb

Mo)XHO ocTaBaTbCsl YEeNOBEKOM, KOTOPLIN pabdoTaeT pykamu. MoxHo ObiTb executor. Ho He o6s3aTenbHO ObITh AELLEBLIM executor.
Ynakyn cBou technical output Tak, 4ToObl pbIHOK BMAEN He “ell€ oOHOro crneua Mo Tyn3am’, a WHXeHepa, KOTOpbii ymeeT
3aKpbIBaThb pearnbHble Security gaps.

Ba)kHaa uHpopmauun

OTOT OOKYMEHT pacnpocTpaHsieTca 6ecnnaTHO M He npeAHas3HavyeH AN KOMMEPYeCKOro MCnorb3oBaHusA,
nepenpogaxu WM BblAayuM 3a COOGCTBEHHbIA MMaTHbIA NPOAYKT. Ero uenb — noMOYb PYCCKOSA3bIYHBIM
pebsaTam KayeCcTBEHHee NoAroTOBUTLCH K MHTEPBbIO, A(hdeKTUBHEE NPOWTU CTENOXKWN HarMa 1 nonyyntb Gonee
BbIrogHbIN odhdpep, a 3HaunT 3apaboTaTb OOMbLUE, @ 3HAYMT M caenaTb CBOK XU3Hb YyTb nyylue!

HdaHHbIN MaTepuan — 3TO NIMYHAsA KOMMUAAUMA: MO NPaKTUYECKUIA ONbIT, ONbIT Kommer, paboyne cuTyauuu,
naew, naTTepHbl 1 best practices U3 y4eGHMKOB, KHUT, KypcoB, 6/10roB, hopyMOB U pearibHbIX UCTOPUIA.

MonHasi nepcoHanbHasi MNOAroToBKAa K WHTEPBbID, ObICTPLIN pa3bop aHrMMACKOrO MNoA KOHKPETHYH Porb,
koppekTuposka self-introduction, ynakoska CV, cdopmupoBaHue STAR, koppekTupoBka Linkedln, mock interviews
N HOVBMAYyanbHas TpaekTopusi obyyYeHns BOCTYNHbI TONbKO B popMaTe one-on-one paid sessions.

Ota Gpowtopa pacnpocTpaHseTca 6ecnnaTHO Kak 6a3oBas NnpakTU4eckas onopa.

Ivan Piskunov | White2Hack © 2026
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